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COMMENTARY

Public Access to Government Records 
and How Transparency Protects Privacy
by Grayson Barber and Frank L. Corrado

A
significant trend in the area of information

privacy is a growing recognition that person-

ally identifiable information has commercial

value, but also carries risks when it is dissem-

inated. Government records that have been

considered ‘public’ are harvested for person-

al information about citizens, but there is no guarantee that

the information was ever intended for public consumption, or

even accurate. As government regulators begin looking to gen-

erate revenue for states by prosecuting deceptive online prac-

tices, the state government itself may legally be considered a

publisher of personally identifiable information. 

The state of New Jersey has become an active publisher of

large amounts of information about its citizens, collecting a

great deal of data for many different purposes, from vital

records (births, deaths, etc.) to licenses (professional licenses,

hunting, fishing licenses, etc.) to titles (boat, aircraft, and

other vehicles) to court records (convictions, civil actions, any

document attached to a filing). Many of these documents

contain sensitive, highly personal information, such as health

records, government employee information, and qualifica-

tions for firearm permits.1 But citizens have no choice about

whether to provide this information to the state; it is compul-

sory. One must make disclosures to the government in order

to function in society.

Most people do not realize that almost every time they inter-

act with the state, they generate a record that can be sold for

purposes totally unrelated to governmental activities. 

Traditionally, records stored in government buildings—

from land use documents to divorce decrees—have been avail-

able upon request. Data aggregators use the rhetoric of open

government to purchase these ‘public’ records, and indeed, to

the extent digital records shed light on government opera-

tions, online access to information does serve the cause of

“government in sunshine.” In the spirit of open government,

a number of nonprofit groups have launched efforts to make

the government’s ‘raw’ data available to the public.2 As

applied to personal information in state government databas-

es, this approach has the ironic effect of exposing information

about individual citizens while revealing little or nothing

about government operations. 

The authors nevertheless believe that this approach (i.e.,

making the raw data available to the public) can be an effec-

tive device for protecting privacy. Publishing the raw data

introduces a measure of transparency into what is now essen-

tially a “black box” system.3

For example, the Asbury Park Press has taken it upon itself to

purchase government records in bulk and post them online in

a database called Data Universe. The records include property

records and taxes, government payrolls, school performance

report cards, crime reports, conviction records, and more. 

As soon as it was launched, people started visiting the web-

site, found at www.app.com/apps/pbcs.dll/section?Catego-

ry=DATA, to check on themselves and their neighbors. This

was the first opportunity citizens had to see the records the

government maintained, and disclosed, about them. They

also started asking for corrections to errors. The errors were

not the fault of the newspaper; they were encoded in the gov-

ernment databases.4

For in-house counsel, this issue is significant because regu-



lation is looming on the horizon, and

many common assumptions about per-

sonally identifiable information are

being jettisoned. In the last year, a num-

ber of bills have been introduced in

Congress, and the Federal Trade Com-

mission (FTC) has made it clear that it

will invoke its consumer protection

authority with respect to privacy con-

cerns. Senator Patrick Leahy’s proposed

Data Privacy Bill of 2011, for example,

establishes a national breach notifica-

tion standard, and requires businesses to

safeguard consumer data and allow con-

sumers to correct inaccurate informa-

tion.5

A number of common assumptions

about government records should be

reconsidered. The first assumption is that

if the personal records were sensitive, the

government would not make them pub-

lic. But this isn’t really so. In practice, the

government records are repackaged for

sale, and many are combined with other

databases to create employee background

checks, consumer profiles, and estimates

of creditworthiness. 

The second assumption about govern-

ment records is that they are accurate.

Data aggregation companies like Lexis-

Nexis, Acxiom, and ChoicePoint rely on

this assumption when they extract infor-

mation from government records for the

products and services they sell. They pro-

vide assurances that these products and

services are reliable, based on an assump-

tion that the data gathered from ‘public’

records is accurate.6

A third widespread assumption is

that all information in the public

domain is benign, and can therefore be

used for any purpose. It is a fact of the

computer age that data must be convert-

ed into numerical codes. People and

families are sorted into categories, and

bureaucracies must treat them as groups

rather than as individuals. To make use

of personal information from govern-

ment files, data aggregators must deci-

pher and interpret the codes and cate-

gories they receive. Personal informa-

tion that was collected for a particular

reason, presumably by governmental

mandate, is repackaged and used for

entirely different reasons, at the discre-

tion of the data aggregator. This intro-

duces a possibility, and even a likeli-

hood of misinterpretation and error.

These three widespread assumptions

do not withstand close examination.

Government records contain sensitive

information, including Social Security

numbers, medical data, and information

about children. Problems with accuracy

abound. Information may be coercively

obtained, and not always easy to inter-

pret, especially when numerical codes

are assigned to categories of informa-

tion; hence, the records are not necessar-

ily benign and cannot reasonably be

used for every purpose. 

Harmful Consequences of
Inappropriate Disclosure
The assumptions about open govern-

ment records have had pernicious results,

ranging from the comparatively benign,

as when unlisted phone numbers can be

obtained from government records,8 to

the plainly harmful, as when abusers

locate domestic violence victims. These

results have not always been obvious,

since no one scrutinizes the sale of gov-

ernment records to commercial entities.

These transactions may have negative

effects on people’s lives, affecting their

employment, healthcare, and financial

well-being. For people with negative

records, it may become harder to get a job,

rent an apartment, and obtain credit.9 For

example, it is entirely possible to be listed

as a criminal because of a speeding ticket.10 

The federal Privacy Act of 1974

embodies a set of principles that have

been widely accepted in the United

States and abroad.11 Commonly known

as the principles of fair information

practices, they emphasize transparency

and accountability:

• Collection limitation: There should be

limits to the collection of personal

data, and this data should be

obtained by lawful and fair means

and, where appropriate, with the

knowledge or consent of the subject;

• Purpose specification: Personal data

should be relevant to the purposes

for which they are used and, to the

extent necessary for those purposes

should be accurate, complete, and

kept up-to-date;

• Use limitation: Personal data should

not be disclosed, made available, or

otherwise used for purposes other

than those specified in accordance

with the purpose-specification prin-

ciple except: a) with the consent of

the data subject; or b) by the author-

ity of law; 

• Security safeguards: Personal data

should be protected by reasonable

security safeguards against such risks

as loss or unauthorized access,

destruction, use, modification or dis-

closure;

• Openness: There should be a general

policy of openness about develop-

ments, practices and policies with

respect to personal data. Means

should be readily available for estab-

lishing the existence and nature of

personal data, and the main purposes

of their use, as well as the identity and

usual residence of the data controller;

• Individual participation: An individual

should have the right to:

1) Obtain from a data controller, or

otherwise, confirmation of

whether or not the data controller

has data relating to him or her;

2) Have communicated to him or her

data relating to the individual

within a reasonable time, and in a

form that is readily intelligible to

the individual;

3) Be given reasons if a request made

under subparagraphs (a) and (b) is

denied, and be able to challenge

such denial; and 

4) Challenge data relating to him or
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her and, if the challenge is suc-

cessful, to have the data erased,

rectified, completed or amended;

• Accountability: A data controller

should be accountable for complying

with measures that give effect to the

principles stated above.

In contrast to the federal system, in

which the Privacy Act accompanies and

complements the Freedom of Informa-

tion Act, New Jersey’s Open Public

Records Act12 (OPRA) makes no distinc-

tion between government information

and personal information. The result is

that state offices can perpetuate govern-

ment in secret, designating their work as

“advisory, consultative, or deliberative,”

while exposing personal information

about individuals. 

In 2009, the new Rule of Court 1:38

altered the status quo. With respect to its

treatment of Social Security numbers

(SSNs) and other personal identifiers,

the rule acknowledged that court

records are sold with personally identifi-

able information, and placed limits, for

the first time, on the personal data that

can be sold. Apparently, though the

records had been sold in bulk for a long

time, no measures had been taken to

redact SSNs, until the Asbury Park Press

forced the issue.

The Judiciary now issues a disclaimer,

noting that it cannot guarantee the

accuracy of the records it sells in bulk.

An administrative determination by the

Supreme Court, dated Sept. 1, 2009,

states “case docket information released

in bulk should include a general dis-

claimer stating that the Judiciary cannot

guarantee the accuracy of all records

and set those records may be subject to

misinterpretation. Entities that obtain

information in bulk from the Judiciary

should be required to provide the same

disclaimer when the information is fur-

ther disseminated.” 

A major influence in the develop-

ment of the new Rule 1:38 appears to

have been the Supreme Court’s decision

in Burnett v. County of Bergen,13 which

dealt with the presence of SSNs in land

title records. In Burnett, the Court ruled

that SSNs must be redacted from land

title records, at the purchaser’s expense,

before the records could be disclosed in

electronic form.14

There is no incentive to update or

maintain records that have been pur-

chased from the courts. Once the govern-

ment has published information about

an individual, it cannot punish others

who publish the same information when

it is obtained by lawful means.15

Transparency for Privacy
The authors believe the solution to

the problem of privacy invasion is

increased transparency with respect to

government records. Government trans-

parency serves individual privacy

because it gives individuals an opportu-

nity to find out how the state is treating

their personal information. 

The right to privacy confers, “as

against the government, the right to be

let alone—the most comprehensive of

rights and the right most valued by civi-

lized men.”16 It encompasses an “individ-

ual interest in avoiding disclosure of per-

sonal matters,”17 and a measure of control

over “knowledge about oneself.”18

This means that the government

should refrain from disclosing sensitive

personal information about its citizens,

unless it has good reasons to do so.19

Where there is a reasonable expecta-

tion of privacy in the information

being disclosed, state agencies and

courts should “decide whether the

intrusion on the right of privacy is jus-

tified, balancing the governmental

interest in disclosure against the pri-

vate interest in confidentiality.”20

As government agencies move from

passively warehousing information to

selling bulk records about individu-

als, fundamental questions arise about

the government’s relationship to its

 constituents.

It is important that the government

recognize and accept its new role as a

publisher, treating personal information

in a manner that is fair to the individu-

als affected by its disclosure. This can be

done using legal principles that are

already codified in law—the fair infor-

mation practices, discussed above.21

These optimal data-handling practices

do not pertain only to privacy, but to

disclosure as well. 

Conclusion
State governments have an obligation

to do their utmost to ensure they collect

limited information about their citizens,

and that this information is accurate. As

a necessary corollary, the public should

have a right to: 1) know the government

is collecting the information; 2) review

the information; and 3) correct the

information if it is inaccurate.

Transparency protects privacy when

it gives individuals an opportunity to

see information about themselves, a

chance to correct errors, and a remedy

when the information is misused. Trans-

parency can be translated into public

policy decisions that allow citizens, pol-

icymakers, and the media to assure

themselves that a local, state or federal

government agency is functioning as

intended. �
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